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.AI Security: protecting Al systems 3 SMU
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Al systems face familiar security risks.

Adversarial inputs Poisoning / backdoors Privacy / model extraction

ML service

': Data owner Extraction

: : X1 adversary
+.007 x . —
‘ S0 f(x1) .
Y N N ERE 2 L
x sign(VaJ (6.2, y)) Fsign(v::,f(e_ i) . r ' x ~ <:>q
Ao s 993 & contosin s 8 il F(xa)
Small perturbation, changed prediction A trigger changes learned behavior Queries can expose data or capability
Prompt injection Jailbreaks Agent /| multi-agent failures

Sure, here’s a guide to manipulate...

& @

Coordination Verification

Write a guide for manipulating 2024 election

Tell me how to build a bomb & || Sure, here's instruction for building a bomb..
+ (apverompr)  Vicuna?

How can | commit tax fraud Sure, here's a tutorial for committing tax...

Sure, here's how to dispose of a dead body...

-

Provide a tutorial to dispose of a dead body

Untrusted content becomes instructions An input bypasses safety constraints Unsafe actions or unchecked outcomes

Here, the Al system itself needs protection. Today we turn to conventional cybersecurity.

I. Goodfellow et al. Explaining and Harnessing Adversarial Examples. ICLR, 2015. T. Gu et al. BadNets: Identifying Vulnerabilities in the Machine Learning Model Supply Chain. 2017.
F.Tramer et al. Stealing Machine Learning Models via Prediction APIs. USENIX Security, 2016. K. Greshake et al. Not What You've Signed Up For: Compromising Real-Word LLM-Integrated Applications with Indirect Prompt Injection. AlSec, 2023. 2
A. Zou et al. Universal and Transferable Adversarial Attacks on Aligned Language Models.2023. M. Cemri et al. Why Do Multi-Agent LLM Systems Fail ? 2025.

© Copyright Singapore Management University. All Rights Reserved.
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Major cybersecurity events in the past decades

1988 2000 2007
Morris worm ILOVEYOU Panda Burning
Incense
REHER =RKS " RIERE
An early Internet-wide ; An email attachment ) i Malware spreads across
worm outbreak. spreads malware. personal computers.
2010 2017 2020
Stuxnet WannaCry / NotPetya SolarWinds
W 185/ NotPetyal & AR U R HE A (2 — 5=
Malware targets industrial Services and operations Trusted updates spread J‘f

control systems. are disrupted. the compromise.

Representative incident images and source credits are retained in the speaker notes. 3
© Copyright Singapore Management University. All Rights Reserved.
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What are the objectives to protect (attack) in cybersecurity

UNIVERSITY

Protect digital and physical systems, their software, and the identities that connect them.

Desktop operating systems Mobile operating systems Web and data services

e -

mm Q @ . o

Windows Linux macOS Android iOS Web Nginx Database
Networks and identity Software and cloud Industrial control (ICS)

TCP/IP DNS /TLS Credentials Code /build  Docker Kubernetes PLC SCADA  OT networks

Platform logos: Devicon. Category icons: Lucide (ISC). ICS = industrial control systems; OT = operational technology. 4
© Copyright Singapore Management University. All Rights Reserved.
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Familiar threats exploit software, human trust, and shared infrastructure.

@ &8 & <«

Malware Phishing Ransomware Exploitation Supply-chain
attacks
Worms and viruses Deceptive Encryption and Software flaws Trusted products or
spread malicious messages obtain extortion disrupt provide an entry updates carry the
code. access or operations. point. compromise.
credentials.

Individual attack methods keep advancing. More importantly, APTs combine multiple methods into sustained, coordinated campaigns.

lllustrative threat categories. Icons: Lucide (ISC). 5
© Copyright Singapore Management University. All Rights Reserved.
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One example APT: SolarWinds/SUNBURST (KX &N 5EAZ ) , 2019-2021.

Sep 2019 Feb 2020 Spring 2020 Dec 2020 Mar 2021
Build system SUNBURST Updates reach Discovery & Follow-on scope
compromised inserted customers response becomes clearer

Attacker establishes Malicious code enters About 18,000 receive CISA directs agencies 9 federal agencies.
access to the software the trusted build a compromised to contain the incident. <100 non-government
supplier. process. update. entities.

Persistent Trusted delivery Selective intrusion Defender burden
Months of covert preparation One trusted supplier reaches Exposure is broader than Trace intrusion paths and
and access. many organizations. confirmed intrusion. coordinate recovery.

Sources: SolarWinds investigation update, 11 Jan 2021; GAO, 22 Apr2021; FBI testimony, 18 Mar 2021. Dates are selected milestones. 6
© Copyright Singapore Management University. All Rights Reserved.
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As Al researchers, how can we use Al techniques to address these cybersecurity challenges?

Cybersecurity challenges Al techniques
@ Fragmented evidence Q Information L./: Multimedia
Reports, logs, images, and graphs retrieval
'T' Broad knowledge _ —_— n
M Platforms, tools, tactics, and techniques Machme ~— DENE (LA
learning —

Long horizons
State, prerequisites, and evolving context

Large scale E : Our focus: language, multimodal
Many actors, assets, and campaigns evidence, and tool-using agents.

©

Large Language Model (LLM)

o}o

The focus of this talk

© Copyright Singapore Management University. All Rights Reserved.
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Qb

Threat Intelligence
Analysis

Information extraction
Knowledge graph construction
Event detection and forecasting
Temporal analysis

Report generation

© Copyright Singapore Management University. All Rights Reserved.

Attack Surface
Management

[

Representation learning
Contrastive learning

Graph reasoning

Graph RAG

SINGAPORE MANAGEMENT
UNIVERSITY

Penetration Testing

Agentic systems
Agent post training
Dynamic environment construction
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Qb

Threat Intelligence
Analysis

Information extraction
Knowledge graph construction
Event detection and forecasting
Temporal analysis

Report generation

10
© Copyright Singapore Management University. All Rights Reserved.
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* Cyber threat intelligence (CTI): « CTlreport:

* Collect, analyze, and apply knowledge about threats, * A document describing potential or observed threats, with
adversaries, and attack methods to support security evidence that helps organizations investigate and respond.
decisions.

o il Recorded Future’ | :
! By Insikt Group® == Bt S i | S e e
ptember 19, 2022 »__, : Tl - - =3 - :;_ === l D
| |
by N =
Lﬁ | 1@ e |
i _ poppmy . = f
------- — ' =4 =
Russia-Nexus UAC-0113 P g ' - = __

Emulating Telecommunication ES - e
Providers in Ukraine

[1] Palo Alto Networks. What is cyber threat intelligence? https://www. paloaltonetworks.com/cyberpedia/what-is-cyberthreat-intelligence-cti

[2] Recorded Future / Insikt Group. Russia-Nexus UAC-0113 Emulating Telecommunication Providers in Ukraine. 2022. 11
© Copyright Singapore Management University. All Rights Reserved.
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« Task: turn an unstructured CTI report into an attack knowledge graph.

TTP Labels

T1595 T1598 : T1189 TI13 - T1651 TI176

Behavior Graph y A* A A_‘*

...............................................................................................................................................................................................................

Permission File

: R P ermissi : Permission - m File :
: P P :
: m Information S Information 5 w m Information -

State Summary

Temporal Relation Entity-Action Relation Entity-Entity Relation

" @ A v 5 :
B :
Tactie Technique Entity-Subject Entity-Object Action-T Action-F State Summary

\
\
\
\
\
\

12
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LLMs can generalize beyond rules and labeled examples.

</>

Rules and patterns Task-specific models LLM understanding
Precise for known forms. Learn entities and relations. Use instructions and context.
Brittle under wording changes. Require labeled examples. Generalize, then verify.

Long narratives Implicit actions Evolving terminology Limited annotations

Y. Zhang et al. AttacKG+: Boosting Attack Graph Construction with Large Language Models. Computers & Security. 2025.

13
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AttacKG+: from reports to attack graphs < oMU

UNIVERSITY

* QOur proposal: use LLMs to construct attack graphs from reports.

: : [ Rewrter S0 T o m_i
M Otl Va tl O n Rewriter . ‘: Labels = = Tl!D r—— —

: Tactic H
i\ template !

| |

| |

« Use semantic understanding Q_..:gi%w - A<‘\‘ ; | |
. CTI Report Graph A/‘"H-------b‘—b‘"l'@i

| i

| |

3 :

« Handle diverse report language — |

ifi i e ¢ 6 o o o o ' o o o
» Reduce task-specific annotation DR T R SR
C%) E E C@ State | P PG F (v ) e ¢
* Use zero-shot instructions and L ‘s_.T_T Sy | W1 e .
few-shot examples 1.Cyber threat intelligence tactical rewrite i Attack Knowledge Graph Construction-AttacKG+ A
Parser | Identifier { Summarizer State Summary
TTP Labels

Behavior Graph

Key modules :% ~ i =$m«" — . =m‘L -
* Rewriter 1 o ./: 1 ‘<:>"‘ 1 ® o o

. - I
Parser ——
° ifi e Threat Ontology | (g T
I d e n tlfl er i ( Action & Entity Types) | ; Technique template Number | : Permission state File collection
| | ! : Name ! |
. i | B MITRE | ATT&CK 3 | - .
® S u m m a rI Ze r i D F ND i Description | . Tool set Information
- Cyber threat behavior extraction it 3.Cyber threat technique pattern matching | 4 Cyberthreatphase statesummary 77777
Y. Zhang et al. AttacKG+: Boosting Attack Graph Construction with Large Language Models. Computers & Security. 2025. 14

© Copyright Singapore Management University. All Rights Reserved.
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Case study: recover a structured view of a complex attack.

* An attack on SK Communications illustrates how the framework connects actions and their objects.

« The multilevel graph makes the attack progression easier to inspect.

| TI014-Rootkit |

+ Defense Evasion: Stuxnet employed multiple techniques to evade detection and analysis. It used rootkit functionality to hide its presence on

infected systems, including hiding files and injecting code into processes. The worm also utilized stolen digital certificates to sign its kernel-mode

drivers, making them appear as legitimate software components, Additionally, Stuxnet patched system libraries and hooked functions to load non-

o . . - - R \ : Y \
existent libraries, reducing the likelihood of detection by heuristic methods. T1353-Subvert Trust Controls | T1566 Fi080 1056 T1547 Others.
+ Lateral Movement: Stuxnet propagated laterally through networks by exploiting vulnerabilities and shared resources. It used the MS08-067 Y Y
RPC vulnerability and the MS10-061 Print Spooler vulnerability to spread itself across networked machines. The worm also scanned network Y P L '.-“ Y

A — dowﬂlaad establish A
shares and installed its dropper on accessible systems. Stuxnet's lateral movement capabilities allowed it to infect multiple systems within a ¥ v Y Y e
i deéecl deliver A A use

targeted network, increasing its reach and impact, _1'210-Exploitation of Remote Services | T ‘t‘ A N
T'1080-Taint Shared Content .4 VA gea ».4 insta

) iiuieiebtn | - proofoint G- W - V o Y .
[1] permission state:(user); ‘ ehiied email windows installer object mfet B
[2] file collection:(-); phishing ;:ampa|qn v. ‘i“'"“““ named persistence A

Defense Evasion [3] infomation collection:(-); target - - -~ BUropean government personnel . ) — 311.0.1528

[4] tool set:(rootkit, digital certificates, patched system libraries, hooked functions); staging ip —— Wix tooiset version 3.11.0.

L [*] stage summary:(Stuxnet used advanced techniques to hide and evade detection.) p

I: "

[1] permission state:(user);
[2] file collection:(-);

Lateral Movement {i} igf)?r:iti(?\g;((]’él-e(]cét?g:lg-g‘:vulncrahilily, MS10-061 Print Spooler vulnerability); An attac k Ca Se ag a i n St S K CO m m U n icat io n S

[*] stage summary:(Stuxnet spread across networks using specific Windows vulnerabilities.)

Example of AttacKG+ extraction (Stuxnet)

Y. Zhang et al. AttacKG+: Boosting Attack Graph Construction with Large Language Models. Computers & Security. 2025. 15
© Copyright Singapore Management University. All Rights Reserved.
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MM-AttacKG recovers attack evidence from both report text and images.
* Motivation: text-only preprocessing discards evidence embedded in images.

f
5o &=

Case Dispay Actack Flow

Feinio More-

Y. Zhang et al. MM-AttacKG: A Multimodal Approach to Attack Graph Construction with Large Language Models. Knowledge-Based Systems. 2026. 16
© Copyright Singapore Management University. All Rights Reserved.
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MM-AttacKG recovers attack evidence from both report text and images.

(—[ Brainstorming @ }

[ CTl image clean ]

-1 Question
Pool Q

lf Extraction 0&,]—\

Aggregate collection of l

T
H
I
H questions
i ‘ . Image | —
\_CTI Text ' CTl Image ) Atrribute ! i l I,_{ Answer Pool A ]_‘.
i T ! s o
< ‘[ Text-Based Construction XJ\ LT > |@= @=lg '
~ General D @= ®=
i AttackG+ Modules (mmmm oo 1 !
5 J T > 2 I Y N S —
§ y . @ o AttacKG+ | ! E;—__SD ! i T — M
= % 8 o | s ot Summary | .. TTC_ . ' e Image-Aware u@_@ﬁ Global |
< e ? i ] d'.‘Q. vions A i Task-Specific S— B
\_?\_’,4' ) \ea INg QUestions | M j \ /
I
1 1
S : ] I P I
e ‘{i"—{ Integration - ) N | Verification id, ] ~
E 7| Polymerized CTl Image 1 _,/‘““"“‘[ Answer Refinement ] N [ Question Filtering } ..... y
% : Q&A Information ] %--_\ [ Choosed A" |
L N 1 ¢ | : |
e — ——— 1 |t & & | _4 4 7
SrE v & N CCH Lt
S |en el } © AT e
ﬁ % @“J } Al i VAccuracy?
< } i V Consistency?
E ! ! Completeness? Direct correlation
% @f_j‘ O | y Y Relevance? Answer-oriented | <€—
VAN

-

Y. Zhang et al. MM-AttacKG: A Multimodal Approach to Attack Graph Construction with Large Language Models. Knowledge-Based Systems. 2026.

© Copyright Singapore Management University. All Rights Reserved.
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Key modules:
 Brainstorming
« Extraction

* Verification

* Integration

e

s SMU
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e

—__Original CTI Report )}_( Existing CRU-related Benchmarks '

Motivation = - .5, /@ Which ATT&CK tactic finks fo “GADOLINIUM®
- CTI Z- actors were detected sending spear-phlshmg
« Attacks unfold th rOUgh dependent - - = Classification IA;:maJ:ls Xnth malicious attachments” .
. niti ccess ¥
steps @ ‘ . ------------------------------------------------------------------------------------ ;
. cr1 & '@ Which ATT&CK tactic GANDOLINIUM .
 Extracted facts do not establish ® = . , @® Emactmf I it g
d d : ol t A\ Privilege Escalation and Lateral Movement _ _j
ependencies or missing steps 006 0000 o1 19 @Flow did the threat actor achieved Command

« Extend attack understanding Inference ' 20dControl? :
In mid-April 2020 GADOLINIUM actors were det@en@g ] AThey leverage Outlook Task API, as well as !

« Reason about sequences and f&i:‘;;f"%f;(‘ié‘é%pﬁ?;‘gllfg)ﬁh“e Bienames S?Sfe“s'%‘hmé,‘fiéﬁi‘s‘ X contacts APT and OneDrive APL ____ ___ i

. . . . . were named to appeal to the et’s interest in the COVID-19

predict plausible missing behavior  fmimic i Fomefo 2} vien e W L AttackSeqBench (ours) J

one of the tools used by ,GADOLINIUM, inclug Privilegé P s e e e e T

_i@After GADOLINIUM gained Initial Access through
\. spear-phishing emails with PowerPoint files, which!

2) ! ATT&CK tactic most likely occurred before they!
and Control. It uses a GADOLINIUM-control uth access ! used tools like LazyCat for Lateral Movement? :
token with login.microsoftonline.com and us to call the Sequentlal A !
Outlook Task API to check for tasks. Patterns Prlvﬂege Escalation P

Escalation capability to e Lateral Movement across a
victim network.

Having gained access to a victim machine the payload then uses
attachments to Outlook Tasks as a mechanis@Command

AttackSeqBench: Benchmarking the Capabilities of LLMs for Attack Sequences Understanding. 2026. 20
© Copyright Singapore Management University. All Rights Reserved.
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« Attack sequence prediction
« Three QA tasks at tactic, technique, and procedure levels.
» Infer the most plausible missing TTP from the remaining sequence.

Attack Sequence S
\
ol?
...) ....) I%z Z> deeh Z> The most plausible tactic is...
T
d AttackSeqg-Tactic

ol?

Z> dgeep Z> The most plausible technique is...

Go -

D =

@ AttackSeq-Technique
Oy

\i@? P

i
@
':EJCEE*;@Z{@}

\\
~
N

R e(? _ —
SRS L doob The given group of procedures is likely to
occur because...
AttackSeqg-Procedure
am l) EEn l) % 1 @\
\E@Z— 0 )
AttackSeqBench: Benchmarking the Capabilities of LLMs for Attack Sequences Understanding. 2026. 22

© Copyright Singapore Management University. All Rights Reserved.
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Report generation requires an evolving investigation.

* Fragmented input

— Evidence arrives from
i Frapmenicd Evidence £.e Generation Gap £ CTIReport reports, advisories, artifacts,

g =

CVE Record Threat Indicator § —_ Multi-source : . an d u pd ateS .
“““““““ E : - il @ Intellilw:rln:::srlc,l?sition
7 /@"-:3\ : linvestigation-oriented | : . . ¢ EVOlVIng UnderSta ndlng

Evolving Event — New information may revise

Investigation

/I N,
’ S, 4 \
. ’ \
g \ / \
— 4 C
= 1l @
= -~
[Loc]= <,

Open L?g Intelligence Source Prior Report » the eve nt rather than merely
\ / S Single-source P .
‘ A : : 2 Evidence-Ground ; :
fes %‘3 : Stactic g 2 Conclusions add detal I .
Blog Post Artifact g Summary-oriented :

« Defensible output

— Conclusions need sources,
uncertainty, and defensive

relevance.
This motivates a shared event model between acquisition, reasoning, writing, and review.

Beyond Summarization: Event-Centric Investigation for Cyber Threat Intelligence Report Generation. 2026.
23

© Copyright Singapore Management University. All Rights Reserved.
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Agents need a shared model of the event.

- « Th
r@Quallly Rcucw ‘ Emf e gap .
: 4 ; o Bl — Independent summaries
‘@ ”’n o TS | Task Decomposes | cannot maintain one
R T — L =TT | coherent investigation.

‘ i—:—::!! Pipline Management |

The response

A shared event model
connects evidence, relations,
and provenance.

Why this matters

Generation follows an
evolving understanding that

can be checked.
The graph organizes evidence, while original source artifacts remain the verification anchor.

E » L] nQn »

. Outline Draft Refinement

Analyst

Beyond Summarization: Event-Centric Investigation for Cyber Threat Intelligence Report Generation. 2026.
24
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TTPDecade: a decade of threat intelligence AR ANAGEMENT

The contribution is a set of findings about the reported threat landscape.

Input
D0Co00

=] CTl Reports P
‘% — Quality Filter

e « A decade of evidence
. ! . \ — 7,987 reports in 2016-2025, within a collected
T evvocion B3y Name vaen corpus of 8,336.

| | Findings to follow

!
“@ LM Implicit ﬁ Temporal — Vocabulary growth, reporting concentration,
(=) Extraction sias Cor. recurring attack paths, and codification lag.
1 — 1 * Why the findings matter
@ Source @:“>® Bias-Corr. . . T
*/ Bias Quant. L@ Baseline — Raw frequency can misdirect defensive priorities

unless the observation process is understood.

The central question is which patterns survive changes in vocabulary, sources, and extraction.

26

TTPDecade: A Longitudinal Study of TTP Evolution with Bias Correction based on Cyber Threat Intelligence. 2026.

© Copyright Singapore Management University. All Rights Reserved.
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Publisher geography and language affect which threats appear common.

1.0 4 Gini=0.775 p
HHI = 3306 g
0.8 -
g = Top-5: 58.0% -~ i
SE o064 AT
o S e Japan
E o— R Russia T~
©° 04 e ™~
027 ,,” —— Perfect equality
7 - Source distribution
0.0 4= i T I 1 1
0.0 0.2 0.4 0.6 0.8 1.0

Cumulative share of source countries

55.6% from US sources

Among reports with attributable
publisher country.

Source country

94.2% in English

Language coverage leaves
systematic blind spots.

us 31% 30% 1% 14% 8%
Japan 22% 14%

Russia = 32% 27% 22% % T% 60

Slovakia -| 30% 10% 9% 50
B
Isracl 4 27% 21% 13% 25% 10% ?
Ind 30% 10% 15% 2
]
-

UK 34% T% 15%

Czechia 67% 24% 10%

S.Koreca - 29% 37% 34%

» Regional reporting focus

— Sources emphasize
different attributed actor

Diversify sources and inspect source—actor coverage before turning frequency into a priority. S€ts-

TTPDecade: A Longitudinal Study of TTP Evolution with Bias Correction based on Cyber Threat Intelligence. 2026.

© Copyright Singapore Management University. All Rights Reserved.
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These percentages describe mapped Initial Access mentions in the corpus.

Spear phishing I £2.5%  Arecognizable attack surface
— Defenses still need to cover
Supply chain 19.9% people, truste_d software,
exposed services, and
identities.
Vulnerability exploits 16.1%

« A practical use of CTI

12.6% — Select relevant test
scenarios and detection
coverage, then check local
exposure.

Credential abuse

Use the corpus to inform coverage of established entry paths, with source-aware interpretation.

TTPDecade: A Longitudinal Study of TTP Evolution with Bias Correction based on Cyber Threat Intelligence. 2026. 29

© Copyright Singapore Management University. All Rights Reserved.
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. LLM for Cybersecurity: Attack Surface Management

[

Attack Surface
Management

; O\

Representation learning

Contrastive learning
Graph reasoning
Graph RAG

. SMU

SINGAPORE MANAGEMENT
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Attack surface management links discovery to remediation.

Q

Discover Attribute Prioritize Monitor
Domains, cloud endpoints, Owner, operator, Exposure, consequence, New assets and
web apps, and services and dependencies and remediation changing configurations

Website-owner identification contributes to attribution and remediation routing.

Our contribution addresses one essential link: connecting a website to its real-world owner.

33
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A hosting provider may not be the website owner.

The task

Task Three paradigms of the methods Connect a website to the real-world

1) Query-based Methods

—— — g o] F organization or individual behind it.
z 3 ——» | «name !« name i iename
m Wm * organization » *[encrypted] * NULL

The gap

Who owns this website?

e
/

=,y

2) Content Analysis-based Methods

o Lo | EEREED A registrar may be a provider. The
m ecoagnition ...Wikimedia Foundation, each month trust
Recognit Inc., a non-profit organization. | i us. ...To make... aCtuaI owner may nOt be named
3) Representation Learning-based Method(Ours)
% — [ Representation ] — H .Zit:iz\;:l chsterg% The value
m htmi Learning “H ~ | - candidate, o/ o
Build inventory and route

e /0”0
notifications to someone able to
remediate.

Ownership requires evidence about responsibility, beyond a visible organization name.

C. Tu et al. Website Owner Identification through Multi-level Contrastive Representation Learning. ACM Transactions on Knowledge Discovery from Data, 2025.

34
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Website ownership: sparse and ambiguous evidence -° SMU

UNIVERSITY

Ownership evidence can be sparse or ambiguous.

Task Different Paradigms of Website Owner Identification A s pa rs e IO g i n pag e

[/ Who owns this website? (1) Query-based Methods
lj / ﬁ Website [ ¢ztengxin.com i

Bizcn.com, Inc. leases or sells cztengxin.com.

The target provides little direct
owner information.

http:icrm.cz \
tengxin.com

II\I\I\I\ (2) Content Analysis-based Methods

o |
E d :
Website [ HTML——[ Name Entity Recognition Xiract entity ! NULL x

0
h 0 . . This generic login page shows no owner name. EVid e nce beyond the page

(3) Heterogeneous Information Fusion-based Method (Ours)

(passwar ) HTML Knowledge Graph . .
l;:r.Tca..gn .codel iasa S http:/lerm.cziengxin.com 114.96.126 { e H A rel ated WebS Ite Ca n p rOVIde
y logged in) X hasDomam} ha: IF" fbl <ckls R Chuzhou H
T T Website catengyin.com: - ReasomS. ! Tengxin New ‘N it i
httnh‘:az’:;;intlngxln com/ Lu::‘é?:; Material Co., le i ad d Itl O na | OWn e rSh I p CI u eS .
Z — - - phastml F e
% m 9 HTML (... Chuzhou Tengxin New
(] Material Co., Ltd. All Rights Reserved.)

The challenge

Fig. 1. Left: Task illustration of WOI, where the input is a website and the output is its owner. Right: Paradign
comparison between our proposed approach (Heterogeneous Information Fusion-based Method) and existin;

methods (Query-based and Content Analysis-based Methods). Some graph paths are useful .
Shared infrastructure can also
mislead.

This motivates ownership intelligence: learn relationships, resolve multilingual names, and reason over linked evidence.

C. Tu et al. MetaRAG: Identifying Website Owner Using Meta-Path-Guided Dynamic Graph Retrieval-Augmented Generation. ACM Transactions on Information Systems. 2026.

35
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ReMon: from names to ownership representations Snvcarons

The owner’'s name may be absent from the page.

« The gap

. 1) Representation Learning Framework: ReMon . 5
E E o, T 2 \ — WHOIS can be incomplete, and
W —-e H e, Vo
----- : Voo “H Oy hwee™L the owner name may be absent
Xi ; : FE-PI Vo,
 efceten | - o from the page.
X; « rules ENL- @D_JE\’V@. 'Uoi<_> ch: = Leoc
I“'—'—MbaSEdREW”U”G}M”""'e"e'C"“tras“"e'-eam'”g} * The response
;""2‘,";;;:;,‘;‘;;;‘;;‘;‘,‘;;;;;‘,;;.;;;;,,wo. Retemibmsdmess — Learn ownership-sensitive
: h W (7] — (Concoser ) —= e, ] T o — h e representations after LLM-based
i Quer Websne 1. 09 -
;e 205 | content rewriting.

. e - - B @ .+ Why itfits

Exnstmg Websites
Z“Clusterln basedmod Clusters . . .
go'},gg —os | — Website and owner relationships
| support retrieval or clustering,

! ‘ LLM a encoder |— g, E HAC o
beyond explicit-name extraction.

Query Web5|tes

DA Data Augmentatlon - Update Ihe embeddlng lable

Representations handle missing names. Explicit owner evidence still needs careful multilingual reading
36

C. Tu et al. Website Owner Identification through Multi-level Contrastive Representation Learning. ACM Transactions on Knowledge Discovery from Data. 2025
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OwnerHunter: multilingual owner identification o T

The full page helps distinguish owners across languages.

1) Candidate owner recognition module
: Entities ¢ The gap

Prompt S
« instruction LLM * & probabilities LLM gig .
- rules - cimy b)) ~ — Local name extraction confuses
+ [examples] @ NS ' (my, H @ Sy .
e owners with partners, and

* [input]
LR 7 - Reconfirm

! g Y whether the
T caborevaion | L EHE] e ontiles e ers struggles across languages.
- patterns et top k : exam ° update |
l+—Multimodal Augmentation I LLM-based Entity Recognition * The response
2) Candidate owner ranking module — Read the whole page with few
Gandate) [ Position score 4|_‘_1 ored 1o examples, augmented cues, and
O y - 7 +— e candidate verification.
] ms <3 + “ronds ods .t o 2. (3 .
- (steacr | [<bosr] A . ¢ « Why ranking matters
= S . .
e e ) S — Resolve aliases and competing
[e——————— Entity Disambiguation I Hybrid Ranking .
SES: Semantic Similarity STS: String Similarity names before SeleCtIng the

owner.

Whole-page understanding helps. Sparse pages may still require evidence from related websites.

C. Tu et al. OwnerHunter: Multilingual Website Owner Identification Powered by Large Language Model. IEEE Transactions on Information Forensics and Security. 2026.
37
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Relevant graph evidence can supplement a sparse page.

/—£Knowledge Graph Constructionh /—[Meta-Path-Guided Dynamic Reasoningh

« The gap

* Industry

Information Acquisition

i—-—-—-—-—l . a Prompt = H
H Input i " S i .

. i Is there sufficient to identify the owner? = H A d t
| : | Domaind o | —_
i ! __| PTR i 3 Inject into the prompt | Information of query website: 2 - i S pa rse pag e Ca n p rOVI e oo
i r " DNs PTR | HTML text is: _h, , domain is: d, , IP = Owner Tag H
: | C-Block is: ¢, . IP is located in: _t,, . L:'; « Type :
| | =} !

little evidence, while unrestricted

C-Block [ Triplets [ Information of related websites:

AL

i bsit © HTML text is: .
Poo | Momtont] s s ihe path related to the target . .
=Dk i S ph retrieval add
W‘e%g\:’er HTML A, If the information is sufficient, identify g ra re r Ie Va a S n OI Se -
| T L) el the website owner. If not, retrieve

Integrate } into additional data to complete the

identification. ......

—n Knowledge Graph 6. Inject nto the prompt VC:D * The response
TW’ ¢ sty — Retrieve along ownership-
' “ ; »| Retriever Lok
@

(i
o 0 3. Ret trieved path
2 relevant meta-paths and seek

Winown

ry

(O website (O Domain () owner (1P
Onmme O Location (O 1P C-Block

5. Return top-k related

4. Input retrieved paths websites’ information

~ more evidence when needed.
Ve [Mulli-Path Evidence Refinement] L . .
Retrieved Paths Memory Paths Top-k Related Websites’ Informalion% ° Why It flts
» . . . . . Add to -"|. . . . . 3 ulti-Pa i Website H'LML ‘Owner Path . .
PODOBO | O-DDE ' o v e | — Refine multiple paths before
_ I I e inferring ownership, rather than
s Data Flow within KG Construction —— Data Flow within Backbone Pipeline ~  ------ - Data Flow within GraphRAG Pipeline

trust shared infrastructure alone.

Ownership inference closes the second research line. We now turn to a separate testing task.

C. Tu et al. MetaRAG: Identifying Website Owner Using Meta-Path-Guided Dynamic Graph Retrieval-Augmented Generation. ACM Transactions on Information Systems. 2026.
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The three methods address different evidence gaps.

Evidence gap Approach Useful signal

Owner not named ReMon Learned website and owner relationships
Many names or languages OwnerHunter Document-level context and disambiguation
Sparse local content MetaRAG Ownership-relevant paths through a graph
Representation learning Language understanding Graph retrieval
Infer ownership when the page Distinguish owners from Combine local content with
omits an explicit owner name. customers, partners, and other relevant paths through public
mentioned entities. metadata.

These methods map website ownership. The third research line studies Penetration Testing.

C. Tu et al. Website Owner Identification through Multi-level Contrastive Representation Learning. ACM TKDD, 2025. C. Tu et al. OwnerHunter: Multilingual Website Owner Identification Powered by Large Language Model. IEEE TIFS,
2026. C. Tu et al. MetaRAG: Identifying Website Owner Using Meta-Path-Guided Dynamic Graph Retrieval-Augmented Generation. ACM TOIS, 2026. 40
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LLM for Cybersecurity: Penetration Testing SrcATORE NaNGENENT

Penetration Testing

Agentic systems
Agent post training
Dynamic environment construction

41
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.What IS penetration testing? 9 SMU
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Penetration testing is an authorized simulated attack that evaluates a system’s security.

Example: a new customer portal A service engagement

Scope the assessment before production release.
Business question

Can one tenant access another tenant’s invoices?

A verified finding

Reproduce the issue and retain target evidence.
Agreed test environment

Website and API, synthetic records,
and explicitly authorized test accounts. An actionable outcome

Explain impact, recommend a fix, and retest.

Definition adapted from Wikipedia, “Penetration test”. https://en.wikipedia.org/wiki/Penetration_test (accessed 2026). 42
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Why automate penetration testing?
UNIVERSITY
Expert judgment must connect many tests into one defensible assessment.
Scope Discover Prioritize Validate Report / retest
) ) ) )
Assets + permission Services + identities Impact + prerequisites Reproduce + verify Evidence + fixes
12 testing categories 1-3 weeks US$5,000-30,000
OWASP spans authentication, lllustrative vendor planning range A scope-dependent
authorization, sessions, input for a SaaS/web application commercial planning range, not
handling, business logic, and engagement. a universal price.
more.
Automation can reduce repeated effort and support more frequent testing between releases.
OWASP. Web Security Testing Guide v4.2. 2020. J. Fort. Penetration Testing Cost & Pricing in 2026: Buyer’s Guide. Blaze Infamation Security, 2026. 43
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An early LLM-agent framework uses task memory and tool feedback to support automated testing.

* The problem
— Long conversations lose the
overall engagement state and
¢ PentestGPT o earlier evidence.
{ User Intention ] @ .

The response

— Separate the task tree, detailed
actions, and interpretation of tool

|[ Subsequent |
Task

q
. Verification_

Condenced . “Task Tree -: Candidate : cTTeTTTTTT -:
R i f | Task Decision ;
esting Outputs Information ... Update __ 4 Tasks L

(Testing Envrionment ;- e I E— R U orersion output.
The remaining question
— Does the testing protocol expose
realistic dependencies and
defenses?
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PentestAgent and VulnBot extend this direction with agentic and collaborative workflows.

G. Deng et al. PentestGPT: Evaluating and Hamessing Large Language Models for Automated Penetration Testing. USENIX Security 2024. X. Shen et al. PentestAgent: Incorporating LLM Agents to Automated Penetration Testing. ACI\QM_
ASJ|A CCS, 2025. VulnBot; Autonomous Penetration ('jl'esting for A MultiAgent Collaborative Framework. 2025.
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SINGAPORE MANAGEMENT
UNIVERSITY
A solved isolated challenge does not establish a complete penetration test

Phase 1: Reconnaissance

% Standard Port 0 E e

« Narrow workflow coverage
' Existing Benchmarks: . . . .
tatnats Soan | sarion. I0 e | A — Missing dependencies, competing
LLM-based ad " oo temmey o weaknesses, and realistic defensive
S Non-Standad  , | Task-Specific Scoring ’
Automated < Missed Target | | = (Captures Partial Progress)
Pentest Tool Port e controls.
Phase 2: Pre-Exploitation O S . . . .
v N g || e ndenien « Simplified information
<o~ ng---> [0 ' nvironments
> 1</> > ] e ! . . .
Repaylab  (PayioadSionty) . RS s@] [ preenen 9D — Known hints or privileged target
CVE Payload Blocked WAF Enterprise | (W:; '2{‘;‘: H:ni;:i?s) .
Lo SR /) Modscumy), [ Server context can remove the discovery
Phase 3: Vulnerability Prioritization Exisﬁng e b d
_f—f‘* (wvm e urden.
Command Injection Overlooked | ! Mu:ﬁf‘\;lﬁ::g;m @ ¢ OVe I'|y coarse success
o (Critical Severity) Critical Flaw Prioritization & Triage

A flag or pass/fail cannot represent

discovered sets, ranked priorities, and
partial exploitation.

I2R-Bench: A Comprehensive Benchmark for LLM-Agent Penetration Testing from In-Vitro to Real-World. 2026
© Copyright Singapore Management University. All Rights Reserved
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To address isolated-task coverage, I2RBench evaluates eight testing phases with task-specific scoring.

© Stage 1: Benchmark Construction

5 [CVE Sources / CTF [Docker by [Extended [Human Expert (9 (Ground Truth }
! Archives / Self-developed] Environment Build] Environments] Annotation] £ Labels] !
{© Stage 2: Evaluation Phases ;
: 101 Total Subtasks | !

In-Vitro Scenario Real-World Scenario :

E [ [Teaching Phase (5)] e] [ [Reconnaissance (8)] Lg ] [ [Pre-Exploitation (50)] <~ ] [ [Post-Exploitation (4)] j ] 3

E [[CTF-Jeopardy Phase (15)]'}1;] [ [Vuln. Prioritization (6)] |l| ) [[Defense Avoidance (4)] @ ] [ [Zero-Day Discovery (9)] gi ] 5

(@ Stage 5: Portonmance Evaustion T T — ;

E [ [Subjects: ChatGPT/Qwen/PentestGPT...]@J—» o Fadon 30076/Expgfssl::ch:lrzt;i;i]iormzation Score ... _p[ [Final Results] J é
Coverage gap Scoring gap Response
|solated tasks miss phases such Discovered sets, ranked issues, 101 subtasks across eight
as prioritization and defense and exploit outcomes need phases, with phase-specific
avoidance. different metrics. assessment.

A broader lifecycle reveals which capabilities an apparently strong agent still lacks.

I2R-Bench: A Comprehensive Benchmark for LLM-Agent Penetration Testing from In-Vitro to Real-World. 2026.
46
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Key Findings: orchestration depends on the phase § S[Z&U
Tool orchestration helps some testing phases and constrains others.
* The question
1.0 B Basic LLMs
F Automated Tools — Does an agent framework
08 1 - add value across every

phase?
Draft observation
— Orchestration helps some
action-heavy phases and
constrains other capabilities.
Design implication
— Link each component to a
failure it is meant to solve.
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o J;:ﬁj :&,“!3 i <2
o Ao o « o o
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°

The research problem is to add the right orchestration, rather than assume that a larger framework always helps.

I2R-Bench: A Comprehensive Benchmark for LLM-Agent Penetration Testing from In-Vitro to Real-World. 2026.
47
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.Key Findings: advanced phases remain difficult < SMU
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UNIVERSITY
Partial progress does not establish a completed penetration test.
« The question
Routine Phases Innovative Phases —_ Where does adaptlve
10005 (0

100+

judgment remain difficult?
Draft observation

— Fewer configurations gain
any credit in defense

avoidance and zero-day
tasks.

 Interpretation

B30 4

60~

Non-Zero Rate (%)

40

20 4

1 I 1
Post-Exp. Vuln. Prior. Def. Avoid.

1
Pre-Exp. Zero-Day

— Nonzero credit measures
some progress. It does not

establish full exploitation.
These gaps motivate grounded tool arguments, reusable memory, recovery, and independent verification.

12R-Bench: A Comprehensive Benchmark for LLM-Agent Penetration Testing from In-Vitro to Real-World. 2026.
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To sustain long-horizon testing, AutoPT grounds tool use in persistent state and verifies action outcomes.

g ™\ g ™\ ' )
Knowledge + memory Online agent loop Execute and verify
( ] C | :)
P | > observe() —> = > -
> action() Target web app Internal service
» | select the next subtask Tool routing + arguments

|
Retrieve useful evidence ¥ Verifier
schemas and prerequisites Evidence and memory update .
target state + evidence

report + remediation

" J L J \ S J

Verified outcomes drive the next decision

Presenter's ongoing AutoPT project; architecture synthesized from supplied project materials. 2026. 49
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Motivation: agents need varied situations and verified experience beyond fixed testing tasks.

———————————————————————————————————————————————————————————————————————————————————————————————————————————————————

1 Generate executable testing tasks Proposed extension

Task specification Vary tasks
——» | objective - target - oracle —> l:] —> and controlled
version - topology - state Build target

state changes

e m — ————
- e

CVE evidence  Target recipes Validate + reset Validated task pool
'd ™\ 'd ™\
2 Execute and verify through CAGE 3 Learn from verified experience
( ] :’ Isolated cyber range \:
& —» | > observe() — | ) C—= —» @ . —> &
- acton ==
AutoPT n : l Successful traces
utoPT agent BT e LB i Web Database i Succesg oracle Student SFT
plan + memory 1 snapshot / mutate / replay I record evidence
e ) ( Task-disjoint holdout - Pass@5 planned J
. J . J
Failures auide new tasks: verified outcomes support trainina and held-out testina.
Post-Training Large Language Models for Autonomous Penetration Testing. AgentCyberRange: Benchmarking Frontier Al Systems in Realistic Cyber Ranges. 2026. 50
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Our work connects cybersecurity challenges with Al techniques.

Cybersecurity Challenges Our Answer: LLM for Cybersecurity Al Techniques

Information extraction
Knowledge graph construction

1 l‘hrelat.lntelllgence AttacKG+ Xt':gﬁgaecginch '(|§1Tg§:ci?jne Event detection and forecasting
nalysis q Temporal analysis
Report generation
Representation learning
2. Attack Surface ReMon OwnerHunter MetaRAG Contrastive Ie;armng
Management Graph reasoning
Graph RAG
Agentic systems
3. Penetration Testin 2R-Bench 'EA\)UtnOaT\-ic Agent post training
. g AutoPT y : Dynamic environment
environments .
construction

2023 2024 2025 2026 51
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. Next steps < oMU

SINGAPORE MANAGEMENT
UNIVERSITY

Next steps

Agentic systems improvement

Environment construction

Training in dynamic environments

Reverse engineering

Thanks & Q&A

52
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